WEB APPLICATION
SCANNING

Continuously discover, catalog and scan
web apps for vulnerabilities and website
misconfigurations
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The Qualys Security and
Compliance Suite includes these
valuable tools:

Qualys Web Application Scanning (WAS) is a cloud-based
service that provides automated crawling and testing of
custom web applications to identify vulnerabilities including
cross-site scripting (XSS) and SQL injection. The automated
PC - Policy Compliance service enables regular testing that produces consistent
SAQ - Security Assessment results, reduces false positives, and easily scales to secure a
Questionnaire large number of websites. It proactively scans websites for
PCI - PCI Compliance malware infections, sending alerts to website owners to

WAS - Web App S [ .. .
R help prevent black listing and brand reputation damage.
WAF - Web App Firewall

MD - Malware Detection
SEAL - Qualys Secure Seal

AV - AssetView
CM - Continuous Monitoring
VM - Vulnerability Management

Built on the world’s leading cloud-based security and compliance platform,
Qualys WAS frees you from the substantial cost, resource and deployment
issues associated with traditional software products. Known for its fast

deployment, ease of use, and unparalleled scalability (scan thousands of web
@ Q UA I_YS® applications), Qualys WAS is relied upon by leading companies around the world.
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Datasheet: Qualys Web Application Scanning



Benefits:

Scale, cut costs and get better results with an
automated cloud-based solution.

Detect, identify, assess, track and remediate
OWASP Top 10 risks, WASC threats, CWE
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weaknesses, and web application CVEs.

Integrates with software development

lifecycle allowing scans at any time by
developers, QA and security teams with full
visibility on web app security.

Find hidden malware with included

Qualys MD.

Key Features:

Directs Qualys Web Application Firewall to
virtually patch with blocking rules, providing

developers with time for code repair.

Free training keeps your team on top of best

practices for securing web applications.

Scale - Global Scalability
and Manageability

As part of the award-winning
Qualys Cloud Platform, Qualys
WAS helps you truly reduce

risk by automatically finding

the official and “unofficial”
applications that may be hiding in
your environment.

+ Immediate deployment - no
hardware to set up, always
up to date.

+ Global scalability - add more
applications anytime, throughout
the world.

+ Multiple, unified solutions - one
console for WAS, WAF, VM and
more.

+ Centralized management - apply
policies consistently across
applications.

+ XML APIs - publish data to other
enterprise systems (e.g., SIEM).

Discover - Automated,
Dynamic Deep Scanning
Quickly get visibility on
vulnerabilities in your web
applications with the industry-
leading scanning solution.

- Application discovery and
cataloging - find new and
unknown web applications in your
network.

-+ Customizable asset tagging -
organize your data and reports
with your own labels.

OWASP Top 10 Detections

Injection
| Cross-Site Scripting (XS5)
Broken Authentication and Session Management
Insecu re Direct Object References
Cross-5Site Request Forgery (CSRF)
| Security Misconfiguration
Insecure Cryptographic Storag:
| Failure to Restrict URL Access

Insufficient Transpart Layer Protection

| UnvalidatedRedirects and
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Assess - Scan Apps
Everywhere, Accurately
and Efficiently

Scanning covers all applications
on your perimeter and internal
networks, remote or mobile
devices, and in EC2 and Azure
elastic cloud environments.

+ Scalable, high-accuracy progressive
scanning saves time, keeps focus
on what matters most.

- Authenticated scanning to
automatically log in to test like a
real user.

+ Supports Selenium to enable
complex authentication or
workflow sequences for better scan
coverage.

+ MultiScan, scheduled and on-
demand scanning provides scalable
scans exactly when you want them.

- Malware detection finds hidden
malware before it attacks your
users.

- Incorporated penetration testing
data keeps web application testing
data in one place for integrated
analysis.



Key Features continued:
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Prioritize - Identify the
Highest Business Risks
and Take Action

Scan and analyze OS and
application configurations on
each target host.

Industry standard reporting zeros
in on OWASP Top 10 risks.

Highly customized reporting
provides the big picture and drills
into the details.

Unified, interactive dashboard lets
you understand the security of
your web applications at a glance.

Protect - Rapidly
Harden Web Apps with
Integrated WAF

Fix violations and configuration
“drift” early - before audits - and
manage exceptions centrally.

Complete web security with Qualys
Web Application Firewall
integration, which shares scan

data with other security systems.

Extensive APIs integrate scan data
into other security systems.
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About Qualys

Integrate - Leverage

All Your Web App
Vulnerability Data

The open architecture of Qualys
WAS enhances penetration
testing with APIs and SDKs.

Integrate penetration testing data
from Burp Suite with vulnerability
scan data from Qualys.

Integrated data and analysis
provides more comprehensive
web security assessments.

For a free 7-day trial of
Qualys PC, visit

qualys.com/freetrial

There’s nothing to install
or maintain

Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and compliance solutions with over 8,800

customers in more than 100 countries, including a majority of each of the Forbes Global 100 and Fortune 100. Qualys solutions

help organizations simplify security operations and lower the cost of compliance by delivering critical security intelligence on

demand and automating the full spectrum of auditing, compliance and protection for IT systems and web applications. Founded

in 1999, Qualys has established strategic partnerships with leading managed service providers and consulting organizations.

Qualys is a founding member of the Cloud Security Alliance. For more information, please visit www.qualys.com.
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