
PCI COMPLIANCE
Cloud-based solution to help 
merchants and service providers 
quickly comply with PCI DSS

Qualys PCI Compliance (PCI) provides businesses, online 
merchants and Member Service Providers the easiest, 
most cost-effective and highly-automated way to achieve 
compliance with the Payment Card Industry Data Security 
Standard. Known as PCI DSS, the standard provides 
organizations the guidance they need to ensure that 
payment cardholder information is kept secure from 
possible security breaches.

Qualys PCI draws upon the same highly accurate scanning infrastructure and 
technology as Qualys’ flagship solution, Qualys Vulnerability Management – 
used by thousands of organizations around the world to protect their 
networks from the security vulnerabilities that make attacks against 
networks possible.

Datasheet: Qualys PCI Compliance

Everything you need for 
continuous security & 
compliance
Buy Qualys PCI as a standalone 
application or as part of the 
Qualys Cloud Platform. It’s a 
security and compliance hub 
where you can discover, secure 
and protect all of your global IT 
assets wherever they reside. 

The Qualys Security and 
Compliance Suite includes these 
valuable tools:

    AV – AssetView 

   CM – Continuous Monitoring

   VM – Vulnerability Management

    PC – Policy Compliance

 SAQ – Security Assessment   
           Questionnaire 

   PCI – PCI Compliance

 WAS – Web App Scanning

 WAF – Web App Firewall

   MD – Malware Detection

SEAL – Qualys Secure Seal
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Simplify PCI Compliance via the Cloud

Automatically submits 
quarterly scan results and 
documentation to acquirer.

Verifies PCI compliance in 
four easy steps.

Accurate, prioritized scan 
results with detailed 
instructions for remediation 
of vulnerabilities.Cloud-based solution is 

turnkey and requires no 
software to deploy or 
maintain.

Discovers and maps all 
devices on your network to 
help determine which are in 
scope for PCI.

Benefits:

Qualys is an Approved Scanning Vendor
Qualys is approved by the PCI Council to help you fulfill quarterly network and application 
scanning requirements of PCI DSS. Delivered via our cloud platform, Qualys PCI is the most 
accurate, easiest-to-use solution for PCI compliance testing, reporting and submission. Qualys PCI 
enables merchants and Member Service Providers to automatically submit the PCI self-assessment 
questionnaires to acquiring banks, and conduct network and web application security scans to 
efficiently identify and eliminate security vulnerabilities. 

Note: even if your organization is not a typical “merchant,” it is required to comply with PCI DSS if it 
processes, stores or transmits payment card data. See PCI DSS for merchant and service provider 
levels and validation actions required for compliance.

Datasheet: Qualys PCI Compliance

Easy step-by-step 
tool - Achieve 

compliance without 
costly outside 

assistance.

Automated scans 
with Six-Sigma 

accuracy. Scan all 
devices and web 

apps.

Auto submit 
compliance to 
your bank(s)

Requires no 
software to 
deploy or 
maintain.
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STEP 1: Deploy – Up & Scanning in     
Minutes
As part of the award-winning Qualys Cloud 
Platform, Qualys PCI enables merchants and 
service providers of any size to deploy immediately 
and attain compliance as quickly as possible. 

• Immediate deployment – no hardware to set up, 
always up-to-date. 

• Global scalability – add more security applications 
anytime, throughout the world. 

• Multiple, unified solutions – one console for PCI, VM, 
WAS and more. 

• Centralized management applies policies consistently 
across applications. 

STEP 2: Scan – Achieve PCI Compliant 
Status and Secure Your Network
Through Qualys PCI, achieving PCI compliance status 
becomes a streamlined process that also provides 
the assurance that your network is highly secure.

• Easy-to-follow step-by-step approach & compliance tips.  

• Required quarterly scans are automatically 
completed; scan as often as you like.  

• User-friendly interface, online help and 24x7x365 
email/telephone support ensures success in 
understanding and achieving PCI compliance. 

• Scans all assets on-premise and in private, public or 
hybrid clouds. 

STEP 3: Remediate – Quickly Solve 
Security Threats with Detailed 
Remediation Instructions
PCI DSS also requires businesses to perform 
a network security scan every 90 days on all 
Internet facing networks and systems. To 
achieve compliance, businesses must identify 
and remediate all critical vulnerabilities 
detected during the scan. Qualys PCI:

• Automates and greatly simplifies scanning and 
remediation. 

• Provides easy-to-use reporting of vulnerabilities 
that will cause you to fail PCI DSS. 

• Uses the Qualys Cloud Platform for accurately 
scanning vulnerabilities.  

• For each vulnerability discovered, Qualys PCI 
provides detailed instructions with links to 
verified patches for rapid remediation. 

STEP 4: Submit – Auto-Submit 
Compliance Status Directly to 
Acquiring Bank
Once you have met the validation actions, 
the Qualys PCI “auto-submission” feature 
completes the compliance process. 

• Automatically submits compliance status directly 
to your acquiring banks. 

• Download PCI compliance reports in PDF to 
submit to your acquiring bank(s) or to assist in 
remediation efforts.

Datasheet: Qualys PCI Compliance

Also Scans Web Apps – to Meet PCI DSS Requirement 6.6  
This requirement now specifies that organizations maintain secure 
web applications. The Qualys PCI Web Application Scanning module 
provides users an automated tool for evaluating web applications 
before and after development ensuring that applications are built 
and maintained in a secure way. The WAS module allows users to:

• Scan vulnerability types within any application (built or 
customized in-house or purchased).

• Crawl web applications.
• Identify cross-site scripting vulnerabilities.
• Isolate SQL injection attacks.
• Conduct authenticated and unauthenticated scans.
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Qualys, Inc. - Headquarters  
1600 Bridge Parkway 
Redwood Shores, CA 94065 USA 
T: 1 (800) 745 4355, info@qualys.com
 

Qualys is a global company with offices around the world. To find an office near you, visit  
http://www.qualys.com
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About Qualys
Qualys, Inc. (NASDAQ: QLYS) is a pioneer and leading provider of cloud-based security and compliance solutions with over 8,800 

customers in more than 100 countries, including a majority of each of the Forbes Global 100 and Fortune 100. Qualys solutions 

help organizations simplify security operations and lower the cost of compliance by delivering critical security intelligence on 

demand and automating the full spectrum of auditing, compliance and protection for IT systems and web applications. Founded 

in 1999, Qualys has established strategic partnerships with leading managed service providers and consulting organizations. 

Qualys is a founding member of the Cloud Security Alliance. For more information, please visit www.qualys.com.

For a free 7-day trial of Qualys PCI, visit 

qualys.com/freetrial
 

There’s nothing to install or maintain


